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Anomauia. Ilpogedeno ananiz piuters, wo 3aCmMoco8yIOmMbCs 3 Memoro YHighikayii po3pobaroeanol cucmemu
Kepysanus Haoiunicmio 00aaonanus. Ha ocnosi ananizy nepesae ma HedoiKi6 ICHYIOUUX CUCTHEM NPEOUK-
MUBHOI aHATMUKU 3PO0ONIEHT BUCHOBKU NPO NEPCHREKMUBYU PO3BUNKY Matloymuix cucmem. Y cmammi npeo-
CMABNIEHO 3a2abHY KOHYENYito KOMIIIEKCHOI CUCeMU KepYB8AHHS HAOTUHICNIO NPOMUCTIOB020 00IAOHAHHS.
B ocnogi nioxody nexcums guxopucmanisi n(peOUKmMuUGHOT aHAIIMUKU, MAUUHHO20 HABYAHHS, UIMOGIDHICHO-
@izuunux modenen dezpadayii, a maxodxc inmeepayis 10T-komnonenmis y yugpogy ingppacmpyxmypy yn-
pasninta. Cucmema 00360/18€ NPOSHO3YBAMU MEXHIUHI GIOMOBU, GUHAYAMU 3ATUWKOBUL pecypc 001a0-
HAauHA U A8MOMAMU308AHO NPUUMAMU DIUEeHHA WO000 pe2laMeHmHuUx obcayeosysans. Ilpedcmagneno
HAYK0BO-MeXHIUHI acnekxmu peanizayii, GKI0UAIOYY iMIIEMEHMAaYilo MAmeMamudHux mooenet, NpUHyuny
BUSBNICHHS AHOMATIU MA OYIHIOBAHHS PUSUKIS. [[1151 TIOKANbHO20 30epieaHs OAHUX 3aNPONOHOBAHO 8APIAHM
cmpykmypu 30epieants 0aHux, wo po3paxo8aHuli Ha NOMoOKO8y 00pOOKY OaHUX ma Micmums y cobi noeo-
HAaHHS CX08UWA 01 CMPYKMYPOBAHUX Ma MALOCMPYKmyposanux oanux. OcHosHa idest noaseac y GUKopu-
CMAHHI 3MIUAHO020 NIOX0QY 3ACTOCYBAHHS HEUPOMEPEHC PA3OM i3 (DI3UUHUMU OOCTIONCCHHIMU MAMEPIanie
CKAAO0BUX YACMUH MA CMAMUCTIUKY 8I0MO8 eleMeHMi8 01 OYIHIOBAHHS | NPOSHO3Y8AHHS HAOIUHOCMI U
3ANUUKOBO20 Pecypcy Ma 8CIMAHOBIEHHS Pe2NAMEHMO8AH020 MEPMIHY HOOANbUOI eKcniyamayii. 3anpono-
HOBAHO BUKOPUCMOBYSAMU UMOGIPHICHO-DI3uUHUL NIOXIO, 3ACHOBAHUI HA GUKOPUCMAHHI HOBUX MoOeell
8i0MO08, napamempu AKUX MAarmos KOHKpemHy Qizuuny iHmepnpemayiro y eueisioi cepeorboi weuoKocmi
Odezpadayii 06’ ekma docnioxcenns i Koeiyienma sapiayii’ y3azanvHeHo2o npoyecy oezpaoayii. /s yboeo
NPONOHYEMBCSL PO3POOKA KOMNIEKCHOT CUCeMU KePYBAaHH S HAOTIIHICMIO NPOMUCTI08020 0OIAOHAHHSL HA OC-
HOBI npeduxmueHoi anarimuku. Busnauenns namepuie epanuuno 0onycmumux 3HadeHb napamempis adoo
cmanis, wo eusnauaiomo pecypc, npononyemocs noxkaiacmu na ML\Al mepeoici. B pobomi onucarno npuxia-
OHe 3HAYEeHHS MEeXHON02IL Ol KPUMUYHOL IHEOpacmpykmypu, wo noiseae y 10Kami308anit 0opooyi Oanux i
00380151 MIHIMI3Y8AMU GUMPAMU HA THGPACMPYKMYPY.

Knwuogi cnoea: naoitinicmy, 3a1umko8uil pecype, npeouKxmuea ananimuka, MawunHe Haguanms, deapa-
dayitini Mooerni, KepyeanHs pusuUKamu.

Abstract. An analysis of existing solutions was conducted to support the unification of a newly developed
industrial equipment reliability management system. Based on a review of the advantages and disad-
vantages of current predictive analytics platforms, conclusions regarding the future development prospects
of such systems were drawn. The article presents a general concept of a comprehensive reliability manage-
ment system for industrial equipment. The proposed approach is grounded in the application of predictive
analytics, machine learning, probabilistic-physics degradation models, and 10T component integration into
a digital control infrastructure. The system enables failure prediction, RUL estimation, and automated de-
cision-making for maintenance scheduling. The paper details the scientific and technical implementation
aspects, including the deployment of mathematical models, principles of anomaly detection, and risk eval-
uation. For local data storage, a data architecture is proposed that is optimized for stream processing and
combines storage for both structured and semi-structured data. The core idea lies in a hybrid methodology,
combining neural network-based modeling with physical studies of material degradation and component
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failure statistics to accurately assess reliability, forecast remaining useful life, and determine regulated
operational lifetimes. A probabilistic-physics approach is proposed, employing advanced failure models
with physically interpretable parameters such as the mean degradation rate and the coefficient of variation
of the generalized degradation process. To implement this, the development of a unified predictive system
for reliability management is proposed. The identification of threshold patterns — parameter values or sys-
tem states that define the resource limits — is assigned to ML/Al models trained on operational data. The
study also highlights the practical relevance of the proposed technology for critical infrastructure. The
system supports localized data processing, reducing the need for cloud infrastructure and minimizing de-
ployment costs.

Keywords: reliability, remaining useful life, predictive analytics, machine learning, degradation models,
risk management.
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1. Introduction

On the one hand, the rapid development of neural network technologies opens new and broad op-
portunities to enhance the reliability of industrial technical systems. On the other hand, the imple-
mentation of such high-tech solutions to ensure uninterrupted and efficient operation of production
facilities with minimal downtime requires the development of complex software and demands sig-
nificant investments of time and financial resources.

Currently, a wide range of methods and techniques for calculating [1, 2] and forecasting the
reliability and remaining useful life (RUL) of technical systems and assets already exists [3]. Some
of these approaches have formed the basis for software packages that enable certain calculations
and solve specific tasks. However, the problem of automated real-time assessment and forecasting
of operability within the constraints of technical specifications is rarely addressed in practice. Like-
wise, the implementation of centralized systems for monitoring and processing performance indi-
cators and equipment parameters remains an exception among domestic enterprises.

In most cases, companies spend years developing and building their own internal structures
for managing production processes, maintenance services, and external contractors. A primary ob-
jective in production environments is the early detection and timely identification of failure causes,
as well as scheduling timely maintenance, with the goal of ensuring uninterrupted production pro-
cesses. In many cases, system continuity is achieved through costly equipment replacements to
guarantee the full service life of assets and systems. Meanwhile, failure statistics are rarely col-
lected and are usually not considered when analyzing or selecting equipment.

Solving these critical challenges is highly relevant and can lead to substantial cost savings
in production.

The aim of this article is to develop a concept for a predictive system capable of unified
assessment of equipment remaining useful life (RUL), with the ability to integrate with various
platforms and apply modern data processing algorithms. The proposed system is intended for use
by enterprises in critical infrastructure, as well as the defense and transportation sectors.

2. Previously unsolved problems

In scientific literature and relevant standards [4], the term Remaining Useful Life (RUL) is com-
monly used to describe the future reliability of an asset. RUL refers to the remaining service life of
an object at the time of observation.

In this paper, the term object refers to an individual equipment unit or component that can
be removed for maintenance or replaced. Such objects are typically integrated into larger assem-
blies or systems that perform specific functions within the production process. Examples include a
compressor station, a pumping station, or a transportation complex.

The concept of RUL can be applied not only to individual equipment units, but also to entire
systems or chains of interconnected systems that support a particular production process or its sub-
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processes. For instance, a hot rolling production line may consist of multiple subsystems and equip-
ment units operating together to maintain continuous workflow.

Thus, the task of determining the RUL, along with subsequent decisions regarding mainte-
nance or replacement, can be addressed at both the object and system levels.

There are three main maintenance strategies:

1. Corrective maintenance that is performed after a failure has occurred. This approach re-
quires minimal investment before the failure but carries a high risk of irreversible damage due to
its consequences.

2. Time-based maintenance (TBM) is scheduled preventive maintenance carried out at fixed
time intervals, based on failure statistics. While this method reduces the likelihood of unexpected
breakdowns, it incurs significant costs, as equipment may be taken out of operation before the end
of its actual service life.

3. Condition-based maintenance (CBM) relies on sensor data to assess the current state of
equipment and determine the optimal time for maintenance. This strategy requires a well-organized
monitoring infrastructure.

CBM involves continuous monitoring of the condition of equipment and systems. However,
deviations from nominal values do not always indicate a failure — acceptable degradation levels
or changes in operational modes are possible. To improve accuracy, it is crucial to correlate sensor
data with the reliability characteristics of the equipment.

Within the CBM framework, two key tasks are typically addressed:

« diagnostics — detecting and localizing existing faults;

* prognostics — predicting the time of failure before it occurs.

RUL estimation methods are generally classified into two categories:

* physics-based approaches that rely on degradation models grounded in physical laws.
However, developing such models under real-world conditions is often extremely challenging;

» data-driven approaches that utilize historical data and do not require prior knowledge of
physical processes.

This paper proposes a hybrid approach to solving CBM-related tasks. Specifically, the most
complex stages of boundary state recognition are proposed to be handled using neural networks.

Significant progress has already been made in this direction, and there are promising results.

In 2007, Schwabacher et al. [5] conducted a comprehensive survey of artificial intelligence
methods for prognostics. Their work was associated with a real-world project — the Integrated
System Health Management (ISHM) system developed by NASA. As described above, RUL pre-
diction methods are generally classified into two main categories: model-based and data-driven
approaches.

In 2010, Si et al. [6] explored statistically based approaches. They pointed out that historical
failure data might be limited due to the fact that critical assets are typically designed to avoid fail-
ure. However, they argued that a broader category of data-referred to as Condition Monitoring
(CM) data-serves as a more valuable source of information. They further classified CM data into
direct and indirect types. With this distinction in mind, they reviewed methods based on both direct
and indirect CM data accordingly.

In a vast number of recent studies, RUL prediction and deep learning have emerged as hot
research topics. RUL prediction is driven by strong industrial demand, while deep learning is
viewed as a transformative technology. Most of the work focusing on the application of deep learn-
ing to RUL forecasting has been carried out within the last few years.

Several systems from leading automation and electronics manufacturers are already avail-
able on the market:

+ General Electric Digital APM (Predix) — predictive maintenance powered by machine
learning.

* AVEVA (Schneider Electric APM) — industrial analytics and predictive diagnostics.
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« Siemens MindSphere — an loT platform for digital equipment monitoring.

« ABB Ability APM — Al-driven asset performance management.

Table 1 — Comparison of key system characteristics

. : Mind- ABB
Ne Characteristic Predix | AVEVA Sphere Ability
1 | Support for 10T and SCADA Yes Yes Excellent Yes
integration
2 | Predictive maintenance (PdM) Yes Yes Partial Yes
3 | Self-learning ML/AIl models Limited No Yes Yes
4 | Flexibility and customization of models | Medium Low Medium Medium
5 | RUL management Yes Limited Limited Yes
6 | Model interpretability (XAl) Low Low Medium Medium
7 | Online learning / adaptability No No Limited Partial
8 | Deployment speed Low Medium Medium Medium
9 | ERP compatibility Good Medium Medium Good
10 | Failure clustering and classification Partial No No Partial
11 | Inventory and maintenance Yes Partial No Yes
management
12 | Requires cloud-based data storage Yes No Yes No
13 | Contextual analytics (modes/states) Partial No Limited No

We did not conduct a dedicated study of the accuracy of the assessments provided by the
listed systems. However, the comparative analysis reveals their weaknesses and highlights oppor-
tunities for future development.

A comprehensive system should meet the highest possible standards across most of the
listed characteristics. In our opinion, for systems intended for critical and dual-use applications,
certain criteria are essential. These include:

« high model interpretability, which is necessary for justified and transparent decision-mak-
Ing;

« the ability to store data locally, which is crucial for preventing the disclosure of sensitive
or confidential information.

3. Main content

Existing systems (GE Predix, AVEVA APM, MindSphere, etc.), although offering analytics and
monitoring capabilities, exhibit a number of limitations: low interpretability, limited use of physics-
based degradation models, and reliance on external cloud infrastructure.

The proposed concept aims to overcome these barriers through a set of key differentiators,
which are discussed below.

3.1. Integration of physics-statistical degradation models with machine learning algorithms

Most modern industrial solutions in the field of predictive maintenance are based either solely on
machine learning methods (which mostly function as «black boxes») or on simplified engineering
formulas that do not take real operational data into account.

This paper proposes a hybrid approach: neural network algorithms perform adaptive anal-
ysis of equipment behavior, while probabilistic-physics models [7] (such as DN-distributions,
Weibull distribution, and hazard rate) provide engineering-level interpretability and help reveal the
physical causes of component degradation.
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Probabilistic-physics models (also known as physics-statistical models) are mathematical
models that describe wear, degradation, or failure processes in technical systems based on physical
laws, while also accounting for stochastic (random) environmental and operational influences.

Such a combination of approaches improves prediction accuracy, enhances robustness to
noise, and increases the transparency of decision-making processes. This forms one of the funda-
mental advantages of the proposed system compared to existing solutions on the market, including
platforms like Predix or AVEVA APM.

3.2. Modular architecture with support for adaptive task typing

The system is designed based on independent functional modules Fig.1, each responsible for spe-
cific stages such as data processing, classification of equipment operating phases, selection of the
appropriate prediction model, and failure risk assessment.
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Figure 1 — System structure

This architectural approach provides the following advantages:

« connection to different types of equipment without requiring a complete system reconfig-
uration;

« flexibility in modifying algorithms without affecting other components of the system;

« independent model training for each specific operating mode or phase state.

Adaptive task typing makes it possible to account for the operational characteristics of
equipment, which is critically important for systems operating under variable loads (e.g., compres-
sor units, electric drives, and pumping stations), as well as for equipment used outdoors and ex-
posed to environmental conditions, such as seasonal operating modes («summer/wintery).

3.3. Autonomous operation without the need for external processing environments

The system supports local data storage and model execution directly on the premises of the enter-
prise. This approach enables full operation without the need for external cloud services, which is
particularly important for protected or classified facilities (e.g., defense industry, energy sector).
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It helps prevent the leakage of technical or commercial information and eliminates reliability issues
that may arise from the lack of a stable internet connection.

4. System architecture
4.1. Architectural concept of the system
Multilevel architecture of the proposed system

The proposed system features a multilevel architecture that enables the processing of large volumes
of telemetry data in real time, supports adaptive analytics, and facilitates maintenance decision-
making based on Remaining Useful Life (RUL) estimation. A detailed description of each level is
provided below.

Hardware integration level (hardware connectors)

At the first level, a unified hardware connector is implemented, enabling the connection of various
equipment types to the enterprise’s digital infrastructure in a manner similar to 10T modules. This
approach ensures scalability and simplifies the integration of both new and legacy assets. Addi-
tionally, a data connector is required for centralized data acquisition from multiple sources. Stream-
ing tools, data buses, pipelines, or stream-processing solutions can be utilized at this level.

Data storage level (data source + big data cluster)

Sensor data (e.g., temperature, pressure, vibration, current) is transferred to a big data cluster, con-
sisting of data lake (for unstructured telemetry records) and data warehouse (DWH) (for storing
aggregated and processed data used in machine learning and analysis). The proper setup of the data
storage scheme is critical, as this stage defines the data quality requirements that directly influence
the reliability of future predictions. Errors at this level can block data consolidation and reduce the
accuracy of ML models.

Preprocessing level (ETL)

At this stage, data is cleaned (noise filtering), time-synchronized, missing values are handled, and
normalization is performed. Data enrichment is also applied. A robust ETL process ensures con-
sistent training datasets for deep learning modules and statistical analysis. These prepared datasets
serve as the foundation for building equipment behavior patterns, which are later used as reference
samples.

Phase classification level (algorithmic)

During its operation, equipment goes through various operational phases (e.g., ramp-up, stabiliza-
tion, load, transitional modes), each exhibiting specific degradation behaviors. To improve predic-
tion accuracy, a phase classification module is introduced. It identifies the current phase using
LSTM algorithms or decision tree ensembles (e.g., LightGBM), enabling activation of a relevant
analysis model for each load type [9].

ML/Al-based prediction block (machine learning)

Depending on the detected phase, one of the pre-trained models is activated. Each model is tailored
to a specific deviation pattern. For example, a model for the «high load» phase is sensitive to vi-
bration anomalies, while one for the «idle» phase focuses on temperature variations. Adaptive
model selection significantly enhances forecasting accuracy, especially under complex or varying
load conditions [10].

Algorithmic RUL prediction block

At this level, the system identifies deviations from reference patterns (e.g., via cosine similarity or
softmax output), classifies potential failures by type, estimates failure probabilities, and applies
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physics-statistical models (e.g., DN and DM distributions [11]) to provide interpretable degradation
metrics for materials or mechanical parts . Combining ML with physics-based models [12] ensures
both accuracy and interpretability, which is critical for time-sensitive decisions (e.g., in CHP plants
or transport systems).

Visualization block

This block transforms analytical results into intuitive graphical and tabular formats accessible to
operators, technical engineers, or managers. Key components include graph visualization — plot-
ting time series of parameters, RUL forecasts, failure intensities (hazard rate), and vibration/tem-
perature trends. These graphs are updated in real time and help quickly detect anomalies. Lists are
structured tables showing object states, identified risks, alerts, incident history, and forecasts. Data
can be filtered by risk level, equipment type, or criticality. The visualization aims to support fast,
interpretable decision-making and minimize time for diagnostics and troubleshooting. The UX de-
signis tailored for engineering environments, with clear indicators, color-coded priorities, and drill-
down capabilities to sensor-level data for root cause analysis.

Decision and maintenance management block

This block bridges analytics with actionable steps — automating the transition from insights to
maintenance, repair, or technical planning. It serves as the decision-making center, driven by out-
puts from ML and algorithmic modules. Components include solutions — a logic layer with re-
sponse scenarios (e.g., «replace the pump in 6 hours», «retune the frequency converter», «switch
the node to standby until inspectiony). These can be generated automatically by risk models or with
operator input [13]. Tasks are specific actions for technical staff, assigned as tasks with deadlines,
priorities, and checkpoints. Integration with ERP/MES allows for alignment of technical analytics
with resource planning, procurement, and maintenance scheduling. This block completes the cycle
«detection — decision — executiony, making the system not just diagnostic, but a full-fledged
Asset Lifecycle Management platform.

4.2. Demonstration example of system operation

To demonstrate the practical implementation of the proposed concept, let us consider a hypothetical
case of deploying the system within a critical infrastructure facility — a cooling system pumping
station at a combined heat and power plant.

Scenario: a high-pressure pump operating in a cyclical mode (stop — start — stable opera-
tion — load phase).

System operation stages:

1. Data collection.

Sensors continuously transmit real-time readings of temperature, vibration, pressure, and
electric current. The data is accumulated in a DWH storage system with preliminary preprocessing.

2. Phase classification.

Based on analysis of the incoming signal pattern (current spike, acceleration of shaft rota-
tion), the system identifies the «acceleration» phase. An appropriate LSTM model — pre-trained
on pump behavior patterns during this phase — is activated.

3. Anomaly detection.

The system detects that vibration levels exceed the standard reference pattern by 16 %. The
cosine similarity with the «bearing wear» archetype is 0.89, which triggers failure probability esti-
mation.

4. RUL estimation.

Using a two-parameter DN model for this mechanical assembly type (axial shaft + bearing),
the system calculates the remaining useful life: 6.5 hours until a high probability of failure
(P=0.83).
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5. Operator recommendation.

The user interface displays the following message: “Component: Pump 2. Probable failure
— bearing. Estimated RUL =~ 6.5 hours. Risk level: D. Recommendation: Perform scheduled shut-
down and replacement within the next 4 hours .

This example demonstrates the critical linkage between data, models, decisions, and actions
— a connection that is essential in industrial environments where unplanned downtime can lead to
significant costs.

5. Conclusions

The proposed concept for an industrial equipment reliability management system based on predic-
tive analytics combines the strengths of probabilistic-physics models and machine learning, ena-
bling high-accuracy and efficient estimation of remaining useful life (RUL) and failure prediction
even under unstable or incomplete data streams.

The system reduces the risk of unplanned downtime and production losses; enables objec-
tive assessment of the RUL for components and assemblies; supports interpretable models for well-
founded decision-making; has an adaptive architecture suitable for various equipment types and
load conditions; supports integration with ERP and MES levels, forming a full-scale digital enter-
prise ecosystem; complies with security requirements for critical infrastructure facilities, as it can
operate locally without external cloud dependencies.

The innovative aspect of the approach lies in the combination of ML/AI and physical deg-
radation models, as well as in the phase-based classification of equipment operation, allowing both
high predictive accuracy and model explainability.

Future development prospects

Currently, deploying such systems often requires substantial financial, technical, and human re-
sources, which may not be readily available to individual enterprises. Therefore, one promising
direction for scaling is the creation of industry-wide or government-backed cloud clusters with
distributed architecture.

In this model, large-scale data processing (analytics, model training) can be performed cen-
trally, while local enterprise nodes retain functions related to monitoring, decision-making, and
critical alert output. At the same time, standardization of data formats, quality control, and sharing
of templates and wear indicators between industry participants are ensured.

This approach reduces entry barriers, minimizes infrastructure costs, and allows scaling
predictive systems to the industry or national level, particularly relevant for defense and energy
sector assets.
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